Ahead for a better future

SEK Riyadh Privacy Notice

SE INTERNATIONAL
SCHOOL
RIYADH




Contents

28 0T 10 0 A\ 0 o o= 3
5900 0T L Ut ) o LF0000H OO 3
W0 @I WET....eeeeeeeeesusseesssseesessssssssessssesesssssesesssss s es s e £ s R8RS SRR RS R AR R R SRR AR RS R R 3
What is the purpose of this Privacy NOtICE7. .. ——————————————————_————. 3
WHhaAt 1S PETSONAL ATA7.....coieeeereeeeseseesssssseessssesesssssssssssssesessssssasssssss s ssss s s s bR R R R R R 4
What personal data do we COIECt frOM FOU? ... 4
Is providing personal data ManAatory ... eereessesssssesssessssssssssssssessssssssssesssssesssssssessssssssesssssssessessas 5
How do we obtain your iNfOrMationN? ... ceesssesssesessssssssssssssssssssssssssssssssssssesssssssessssssssssssssssssssssssasssssnns 6
How do We USE YOUT PEISONAl AAtA?......ccceeereeesmeseesssssessssesessssesssssssessessssssssssssssssssssessssssssssssssssessssssssssssssassssenss 6
Purposes for which we process personal data..... s —————————————————e—s 6
What is our legal basis for processing your personal data?.......esessssssssssssssssss 8
0101013 o 1 PP 8
Who do we share your personal data with? ... 10
INEErNatioNal dAta LTANSTETS coociuuereeeesereesseseessssesesssssessessssesessssesssssssssssss s s s e RS RsERR SRR RS 11
What are our responsibilities for looking after your personal data? ... 12
What rights do you have on your personal data? ... 12
How do we retain and store your personal data?........m 13
L0003 17 Lo o LR 13

L000) 0 ) | =] ol D=1 =1 1 E 13



Privacy Notice

Introduction

At SEK International School Riyadh, we value the rights and freedoms of all people. This includes
respecting your privacy and protecting your personal data. This privacy notice is ruled under the
Personal Data Protection Law (PDPL) of the Kingdom of Saudi Arabia and it describes how we
collect and use (or "process") your information. It also tells you how to contact us as well as
outlining what rights you have with regard to your personal data.

Who are we?

SEK International School Riyadh ("we," "our," “us”) is a school located in District Al Tog, Street Ar
Rabie, Riyadh 13315 Kingdom of Saudi Arabia. We provide education to children between the ages
of 2 to 17 years. We are a private international school we operate under the company Education
Management Corporation Arabia for Education with CR number 1010723180

In

W hatis the purpose of this privacy notice?
The purpose of this privacy notice is to provide detailed information about how we process
personal data.

Our privacy notice should be read in conjunction with our other policies and terms and conditions
that make reference to personal data, including our

W ebsite Privacy Policy

Al Policy

Closed-Circuit Television Usage Policy
Digital Media Policy

Please read this notice carefully, and if you have questions regarding your personal data or its use,
please contact the Data Compliance Officer (or also referred as DPO or data protection officer) by
emailing dpo.sekrivadh@sek.sa.

DPO governance record: SEK Riyadh has formally designated its Data Compliance Officer /
Personal Data Protection Officer, records the assessment of whether appointment and
registration are mandatory under SDAIA rules, and, where mandatory, completes
registration/notification  on  the National Data Governance Platform.  Contact:
dpo.sekrivadh@sek sa.
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PDPL compliance update - Standalone data protection policy: SEK Riyadh maintains a standalone
Data Protection Policy covering scope, governance, controller/processor roles, PDPL principles,
legal bases, sensitive/minors data, privacy notices, consent, rights, processors, international
transfers, retention, security, breach handling, training, DPIAs, audit and disciplinary
consequences.

If you consider your personal data are not being used appropriately in accordance with this policy,
you may contact us at dpo.sekrivadh@sek.sa. Additionally, you are entitled to lodge a complaint
with the SaudiData & Artificial Intelligence Authority by contacting them at Info@-sdaia.gov.sa.

We will update this Privacy Notice from time to time. Any substantial changes that affect how we
process yourpersonaldata will be notified on our website and to you directly, as far as practicable.

W hatis personal data?
The term ‘personal data’ refers to any information that identifies you or can be used to identify a
data subject when used in conjunction with other information.

The term ‘data subject’ describes the person about whom the personal data is about.

What personal data do we collect from you?

We process personal data about visitors to our website, prospective, current, and past: students
and their parents; staff and contractors; donors and supporters; and other individuals connected
with or visiting our school.

The personal data we process takes different forms. Examples include:

e names, addresses, telephone numbers, e-mail addresses, emergency contact
information;

IP addresses, location data, and website statistics and analytics;

website cookies (see Cookies policy - SEK-Riyadh):

students' date of birth, nationality, and family details;

admissions, academic, disciplinary and other education-related records, references,
examination scripts and marks;

parents’ employment data;

images, audio and video recordings;

employee and former employee data, including recruitment, training, performance
management, payroll and other HR information.
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As a school, from time to time we also need to process personal data that is designated as
“sensitive” in order to facilitate our school operations and activities. Such data includes personal
data regarding a data subject concerning:

health:

special education needs:

biometric data (e.g. fingerprints);

location data:

information relating to safequarding and child protection/welfare;
data indicating that an individual has one or more parents unknown;
credit data;

criminal or security-related data;

ethnicity or tribal origin;

religious beliefs; or

political views or affiliations.

Is providing personal data mandatory?

Some personal data must be provided to us so that we can consider applications, manage
enrollment, provide education and student support, safequard students, maintain emergency and
health information where required, administer the school's operations, comply with legal and
regulatory obligations, and manage employment or contractor relationships where relevant.

If mandatory personal datais not provided, we may be unable to process an application, complete
enrolment, provide certain educational or welfare services, comply with safequarding or legal
requirements, administer the school's relationship with you, or fulfil our contractual and
operational obligations.

Other personal data is optional and is provided at your discretion. For example, some personal
dataused fornewsletters, certain events, voluntary surveys, optional parent community activities,
or consent-based uses of images or recordings may be optional. Where this is the case, we will
indicate this at the point of collection where practicable.

Online forms and first-layer notices: Online forms must display controller identity, DPO email,
purposes, mandatory vs optional fields, legal bases, sensitive data basis, recipients/processors,
international transfers, retention, rights/SDAIA complaint route, and unticked consent boxes for
optional marketing or platform-transfer purposes.
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How do we obtain your information?

We collect most of the personal data we process directly from the data subject concerned (or
often, in the case of students, from their parents). In some cases, we collect data from third parties
(for example, referees/references and previous schools) or from publicly available resources.

We also collect data about you when:

you have expressed an interest in having a student attend our school.

you have registered to attend (or have attended) one of our events;

you have expressed an interest in working for, or with, us; or

You are employed by us oran organization with whom we have a business relationship.

How do we use your personal data?

Whenever we use (or “process’) any personal data (sensitive or otherwise), we do so in
accordance with the applicable laws and reqgulations, including the Saudi Personal Data Protection
Law and related implementing regulations. Personal data held by us is processed by appropriate
members of staff for the purposes for which the data was provided.

We take appropriate technical and organizational steps to ensure the security of personal data
aboutindividuals, including policies around the use of technology and devices and access to school
systems.

Ourschoolimplements high-quality educational and administrative Artificial Intelligence (Al) tools,
which we believe will enhance the experience of students, parents, and our staff.

We do not input any personal information, such as name, date of birth, address, school, email
address, or any other personalinformation, into an Al tool unless required to create an account on
your behalf. We will not implement Al tools that use input or output data to train an Al learning
model. We never share sensitive personal information with an Al tool.

The school's use of Altools is governed by the SEK Al Policy V.1

Purposes for which we process personal data

W e process personal data to support our operation asanindependent school. In particular, we use
the data for:

e theselection and admission of students;

e theprovision of education and enrichment to our students, including the administration
of our curriculum; monitoring student academic progress and educational needs:
reporting on the same internally and to parents; administration of students’ entries to
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public examinations, and providing references for students (including after a student
has left);

e theprovision of educational support and related services to students;

e the safequarding of students’ welfare and provision of pastoral care, welfare, health
care services, and support.

e the provision of a safe and secure environment for students, staff, and visitors to the
school.

e compliance with legal and requlatory requirements;

e operational management, including the compilation of student records; the
administration of invoices, fees and accounts; the management of school property; the
management of security and safety arrangements (including the use of CCTV in
accordance with our Closed-Circuit Television Usage Policy and monitoring of the
school’s IT and communications systems in accordance with our SEK Riyadh - CCTV
Policy_v2.1the administration and implementation of our school’s rules and policies for
students and staff; and the maintenance of historic archives;

CCTV signage and register: CCTV signage must be visible at campus entrances and monitored

areas, stating the controller, purpose, DCO contact and rights route. IT must maintain a camera

register showing location, field of view, purpose, retention, reviewer access, and review date.

e staff administration, including the recruitment of staff/engagement of contractors;
administration of payroll, pensions and sick leave; review and appraisal of staff
performance; conduct of any grievance, capability or disciplinary procedures: and the
maintenance of appropriate human resources records for current and former staff; and
providing references;

e analyzing website traffic,demographics and behavior through the use of analyticaltools
and cookies:

e the promotion of our school through our website[s], our prospectus and other
publications and communications (including through our social media accounts);

Studentimage consent: Externalimage use must use separate unticked choices by channel:no
student names will be published with images unless specifically approved; consentis recorded
in MySEK; withdrawal may be requested at dpo.sekriyadh@ sek.sa; website/internal media will
be removed within 10 school days, social media within 10 school days where technically
feasible, and printed materials at the next print cycle

e maintaining relationships with our alumniand former employees.
e to keep arecord of historical and memorable events relevant to the maintenance of a
historical record.
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W hatis our legal basis for processing your personal data?
Under Personal Data Protection Law (PDPL) of the Kingdom of Saudi Arabia, we may process your
personal data for the above purposes based on one or more of the following legal bases:

e We have an individual's consent to do so (or their parents, if appropriate). You can
withdraw your consent at any time by emailing [dpo.sekriyadh@sek.sa].

e where processing is necessary to perform a contract, to enter into a contract, or to take
steps at your request before entering into a contract;

e Itisnecessary forourcompliance with our legal obligations. In this respect, we may use
personaldata to exercise or perform any right or obligation conferred orimposed by law
in connection with employment and/or for the prevention and detection of crime, and
in order to assist with investigations (including criminal investigations) carried out by
the police and other competent authorities;

e itisnecessary to protectanindividual's vital interests (in certain limited circumstances,
for example, where a student has a life-threatening accident or illness while at schoaol
and we have to process that student’s personal data in order to ensure the student
receives prompt and appropriate medical attention):

e where processing achieves a real interest for the data subject and contacting them to
obtain consent is impossible or difficult:

e where processing is carried out for the School's legitimate interests, provided that the
processing does not involve sensitive personal data, and those interests are not
overridden by applicable legal requirements. These “legitimate interests” include our
interests in providing high-quality education, fostering relationships with those in the
school community, and our interests in managing and operating the school to the best
of our abilities:

e where the personal data has been collected from a publicly available source; or

e where processing is otherwise permitted or required under applicable law, including for
public health or public safety reasons.

Consent
For families/students:

SEK Riyadh relies on the enrolment agreement and applicable legal or requlatory requirements to
process personal data necessary to provide education, safequarding, school administration,
communication, and core educational platforms. Where SEK Riyadh asks for consent, this consent
applies only to the specific optional purpose described. For students who lack full or partial legal
capacity, consent is provided by the legal guardian. Consent may be withdrawn at any time
without affecting core education services, unless the processing is necessary for a service directly
related to that consent.
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For employees:

SEK Riyadh processes employee personal data necessary for employment administration, payroll,
benefits, immigration, compliance, safequarding, and workplace management on the basis of the
employment agreement and applicable legal obligations. Employee consentis requested only for
optional processing, such as promotional photographs, public profiles, optional events, or
voluntary initiatives, and may be withdrawn at any time.

SEK Riyadh will obtain separate explicit consent where consent is the appropriate lawful basis for
processing, or where explicit consent is required under the Saudi Personal Data Protection Law
and its Implementing Regulations.

This includes, where applicable:

e processing sensitive personal data where consent is relied upon as the lawful basis,
including health information, medical information, special educational needs information,
safequarding-related information, biometric data, or other data requiring enhanced
protection;

e use of student photographs, videos, voice recordings, or other recordings for optional,
promotional, public-facing, or non-essential purposes, including school publications,
websites, social media, marketing, media releases, or external communications;

e sending direct marketing communications, promotional materials, or awareness
campaigns where consent is required;

e use of optional educational platforms, online learning services, digital tools, or Al-enabled
tools where the processing is not necessary for core education delivery, or where consent
is required by PDPL;

e processing that involves decisions made solely on the basis of automated processing of
personal data; and

e international transfers of personal data outside the Kingdom of Saudi Arabia where
consent is required for the relevant processing activity, subject always to the applicable
PDPL cross-border transfer requirements, safequards, and assessments.

For students who lack full or partial legal capacity, consent will be obtained from the parent or
legal guardian, and SEK Riyadh will take appropriate steps to verify guardianship where required.
Parents or legal quardians may withdraw consent at any time through the school’s published
privacy or consent-withdrawal channels. Withdrawal of consent will not affect processing carried
out before withdrawal and will not affect processing that SEK Riyadh is required or permitted to
continue on another lawful basis, such as legal obligation, safequarding, health and safety,
employment administration, or delivery of core education services.
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In those cases, explicit consent willbe required separately, under the appropriate information and
in a clear and transparent manner for the relevant purpose. Parents or legal guardians may
withdraw their consent at any time by contacting the school in written at:

dpo.sekrivadh@sek.sa

Withdrawal of consent will not affect the lawfulness of any processing carried out prior to the
withdrawal.

In general, we will assume that students’ consent is not required (and that other lawful bases are
more appropriate, as described above) for ordinary disclosure of their personal data to their
parents, e.g. forthe purposes of keeping parentsinformed about the student’s activities, progress,
and behavior and in the interests of the student’s welfare, safequarding, administrative or legal
purposes unless, in the school's opinion, there is a valid reason to restrict such disclosure.

However, where a student seeks to raise concerns confidentially with a member of staff and
expressly withholds their agreement to their personal data being disclosed to their parents, we
may be under an obligation to maintain confidentiality unless, in our opinion, there is a good
reason to do otherwise; for example, where the school believes disclosure will be in the best
interests of the student or other students oris required by law.

Who do we share your personal data with?
In the course of operating the School, we may share personal data, and where necessary sensitive
personal data, with third parties where this is required for educational, administrative, welfare,
safequarding, legal, requlatory, or operational purposes.

This may include:

examination and awarding bodies;

previous schools and receiving schools;

healthcare professionals and medical service providers;

professional advisers such as lawyers, auditors, insurers, and consultants;

government authorities, reqgulators, law enforcement bodies, and courts where required

or permitted by law:

e service providers that support school operations and systems, such as providers of
student information systems, learning platforms, portals, communication tools, website
hosting, cloud storage, security services, IT support, finance tools, and other business
systems;

e organizations involved in student activities, trips, safequarding support, or welfare
provision where relevant and appropriate;

e parent associations or similar school community organizations, where relevant and
proportionate; and

e otherrecipients where disclosure is required or permitted by applicable law.
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We may also share personal data within the SEK Education Group where this is necessary for the
administration, oversight, support, or operation of the school and its services, and only to the
extent permitted by applicable law.

W here third-party service providers process personal data on our behalf, we require them to do
so in accordance with our instructions and under appropriate contractual and organizational
safequards.

As a School we may need to share personal data from our students, parents, staff and other third
parties that are involved in our educational activity, with third party providers of essential services.
In this case, these providers of services will be acting as data processors, acting on our behalf, while
we are acting as data controller when deciding how to process data and for which purposes.

Processor: Any processor may process personal data only on documented instructions from SEK
Riyadh; Both parties, SEK Riyadh as well as processor (s) are obliged to conform to some
formalities following PDPL. Our obligations are stipulated in the due data processing agreement
(also referred as the DPA) and we are also obliged to maintain confidentiality, apply appropriate
technical and organizational security measures, assist with rights requests, breach investigation,
DPIA/transfer assessments, delete or return data at termination, allow audit/assurance review,
and may not appoint sub processors or transfer data outside KSA without prior written approval
and lawful safequards.

We may also provide parents or pupils with information containing relevant personal data where
this is necessary to support student welfare, education, safequarding, school operations, or the
exercise of rights and responsibilities within the school community.

International data transfers

For the rendering of some of our services, we need to rely on external support, Some of our service
providers, systems, educational platforms, or affiliated support arrangements may involve the
transfer or storage of personal data outside the Kingdom of Saudi Arabia or the storage of
personal data in another country.

Such transfers may include limited categories of personal data relating to students, parents,
guardians, staff or applicants where necessary for the provision of educational, administrative,
safequarding, technological or support services.

Where personal data is transferred or disclosed outside the Kingdom, we will do so only in
accordance with the requirements of the Saudi Personal Data Protection Law, its Implementing
Reqgulations, and applicable rules governing personal data transfers outside the Kingdom.
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Where required, we will ensure that appropriate safeguards are in place to protect the personal
data. Depending on the circumstances, these safequards may include recognized contractual
protections, binding common rules, certification-based safequards, or other lawful mechanisms
approved or recognized by the competent authority.

We will also take any additional steps required under applicable law to ensure that personal data
transferred outside the Kingdom continues to receive an appropriate level of protection. We will
also ensure that data will only be processed for legitimate and authorized purposes.

W here required under PDPL, the School will obtain the relevant consent or provide appropriate
information regarding such international transfers, particularly where sensitive personal data or
personal data relating to minors is involved.

W hat are our responsibilities for looking after your personal data?
In every case, when we are collecting orusing personal data, we willcomply with the requirements
of data protection legislation, including the Personal Data Protection Law.

Access to personal data collected is strictly restricted to authorized personnel on a need-to-know
basis, solely for the purpose of evaluating applications and providing related admissions services
and support to prospective students and their parents or legal quardians.

All personal data, whether held in physical records or within the School's IT systems and
infrastructure, is safequarded through appropriate technical and organizational measures. These
measures are designed to ensure confidentiality, integrity, and security of personal data, and
include controlled access to systems, secure handling of records, and the implementation of
policies governing the use of technology and devices.

Access-control safequards: SEK Riyadh applies role-based access, multi-factor authentication
(MFA) where available, least privilege, named accounts, logging and monitoring, quarterly access
reviews, encryption in transit and at rest where available, secure disposal, approved
devices/accounts only, and immediate removal of access when a role or assignment ends.

PDPL compliance update - Personal data breach procedure: Any suspected personal data breach
must be reported immediately to the DCO and IT. The DCO will log the incident, assess harm to
individuals, preserve evidence, and will notify the competent Authority, including SDAIA, within
72 hours of becoming aware of the incident, and will notify affected individuals where required,
documenting remedial actions.

W hatrights do you have on your personal data?
Under the PDPL you have the right to:

e obtainaccesstoand copiesof the personaldata that we hold about you (subject to legal
exceptions);
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correct the personal data we hold about you if it is incorrect;

require usto erase your personal datain certain circumstances;

opt-out of receiving marketing and fundraising communications; and

withdraw consent (where our processing is based on your consent) without affecting
the lawfulness of our processing based on consent before its withdrawal.

e Theright to complain to the competent authority (currently the Saudi Data & Artificial
Intelligence Authority - SDAIA) if you believe your personal data has been processed in
violation of PDPL.

If you would like to exercise any of your rights under the data protection law for which we are the
data controller, please make your request by emailing us at dpo.sekrivadh@sek sa.

Please note that these rights are not absolute, and we may be entitled or required to refuse
requests where exceptions or exemptions apply.

We will respond to any such written requests as soon asis reasonably practicable and, in any case,
within statutory time limits.

We try to ensure that all personal data held in relation to an individual is as up-to-date and
accurate as possible. Please notify admissions@sek.sa of any significant changes to important
information, such as contact details, held about you.

If you have any questions or concerns about how we are using your personal data or if you would
like to exercise any of your information rights, please contact us at dpo.sekriyadh@sek.sa.

How do we retain and store your personal data?

All personal data is securely stored in accordance with legal requirements and in line with our
Retention & Destruction Schedule. We retain personal data only for legitimate purposes, relying
on one or more of the lawful bases as set out above, and only for so long as necessary for those
purposes or as required by law.

Our Retention & Destruction Schedule is available on request.

Contact us
If you have any questions, concerns, or wish to make a complaint about the way we have handled
your personal data, please contact our Data Protection Officer at dpo.sekrivadh@sek.sa.

Controller Details

SEK Riyadh

District Al Toq,

Street Ar Rabie,

Riyadh 13315 Kingdom of Saudi Arabia
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